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Context and Objectives

Safety-critical embedded applications such as in aerospace and automotive require deterministic guarantees
on the end-to-end latency of each flow and high levels of safety with zero congestion loss. Time-sensitive
networking (TSN) standards [1] are considered as an appealing solution to provide such services while
bringing wider homogeneity and standardization in embedded networks. These standards extend existing
Ethernet protocols with real-time capabilities relying on a set of scheduling and redundancy mechanisms.
The former aim to guarantee latency bounds whereas the later to reduce the probability of end-to-end losses.
Furthermore, TSN standards offer management and configuration mechanisms that open the system to
external communication and improve its reconfigurability level. However, these extended capabilities
increase at the same time the attack surface of safety-critical functions and facilitate cybersecurity attacks
leading to hazardous consequences for embedded systems and users, e.g., passengers. Therefore, in addition
to performance and safety, security has to be considered during the development of the next generation of
embedded communications technologies such TSN standards.

Although several works discuss the open issues of TSN mechanisms when focusing on one specific
requirement like performance [3-5], safety [6] or security [7], there is no comprehensive work addressing
the trade-offs between various requirements and/ or the effect of one requirement on the others.

While safety is usually the first objective when deploying new security mechanisms, these mechanisms
may also impact the performance of the system, e.g., by introducing extra computation latency and/or extra
communication overheads, and thus compromise in turn safety. Hence, the main objective of this thesis is
to tackle the security and performance aspects (and their inter-relation) within first designing steps of of
embedded systems using TSN standards for networking, to guarantee the most appropriate design under
stringent requirements of security, performance and safety.

Main steps
1. Analysis of the TSN standards vs security requirements: starting from the security
requirements of the considered embedded applications and case studies specified by the
industrial partners, lead an extensive risk analysis of TSN standards, and particularly scheduling
and redundancy mechanisms, to explore potential security issues and threats as well as to assess
their impact on safety and probability of occurrence. There exist a variety of Threat Analysis
and Risk Assessment methodologies (e.g., STPA-Sec [8], STRIDE, CORAS, HAZOP); some
have already been applied to the analysis of cyber physical systems [9], but none is specific to
TSN. Thus, a preliminary effort towards threat modelling in the context of TSN must be made.
Then, when vulnerabilities with high impact on safety are identified, they have to be corrected
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using mitigation techniques and countermeasures. These techniques have to be defined
following a qualitative analysis to select the most suited ones to the considered application.

2. Modeling and Analysis of the effect of security mechanisms on performance metrics: for
safety-critical embedded applications, real-time constraints must be guaranteed. In addition,
several countermeasures may solve a security issue. The use of security mechanisms will
introduce several communication overheads and this may impact the end-to-end latencies, the
memory occupation and the bandwidth utilization. Therefore, an appropriate proof of
determinism should be considered. One of the methods widely used to validate these constraints
1s the Network Calculus [2]. Hence, we need first to define Network Calculus-based models for
the selected security mechanisms and then to derive performance analyses of the global
communication architecture. This quantitative analysis will enable the selection of the most
suitable security mechanisms offering the best trade-offs between both aspects, i.e., security and
performance, and take the most appropriate decision concerning the network design.

3. Validation on industrial case studies: after the qualitative and quantitative analyses of the
selected security and TSN mechanisms, performance validation on industrial case studies is
necessary to consolidate the choices of the considered mechanisms.
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