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Summary : Since its introduction in one of Shannon’s most celebrated papers [1] and its elaboration by Wyner 
[2] and Csiszár & Körner [3], physical layer security has proved to be a promising means of securing 
communications and generating random secret keys by exploiting the inherent non-reproducible randomness 
in either the communication links (noisy channels, fading channels, quantum optical channels ,...) or some 
physical processes involved in the communication (S-RAM units, Ring Oscillators, ...). 

Unlike purely cryptographic methods which are deployed in the higher layers of the communication stack, 
physical layer security schemes are not prone to the computation powers of the eavesdropping nodes; they do 
not rely on the assumption that some operations are hard to be performed at the eavesdropper such as 
factorization in prime numbers. As such, they are more robust to the continuous advent of more powerful 
computing units. 

Whilst long regarded as a purely theoretic form of security, in the last decades, physical layer security has 
substantially matured and constructions of secure transmission schemes based on channel randomness 
(wiretap codes [4, 5]) as well as key generation schemes based on physically unclonable functions (PUFs, [6, 7]) 
are now feasible and provably implementable for basic point-to-point settings and a few specific 
communication channels. 

Yet, more realistic constructions with multiple nodes, with arbitrary communication channels, and distributed 
key generation schemes are still missing and constitute a promising line of work to empower the large scale 
implementation of physical layer security. 

In this thesis, the focus will be on the design of physical layer security schemes for both secure communications 
and random key generation for such realistic settings. This will be performed by means of bridging deep 
theoretical understanding from information theoretic security, in order to characterize optimal theoretic 
secure mutli-terminal coding schemes, and design considerations from error correction coding theory, so as to 
build real codes approaching the optimal ones, and, eventually, thorough system level validations in order to 
assess the performance of the designed codes in realistic scenarios. 

Applications of the obtained results may be found in satellite communications [8] (possibly with optical links) 
and wireless communications [9], and strong interactions with cryptography will be enabled by the secret key 
generation schemes through the design of PUFs. 
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